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Abstract
Learning from mistakes and failures is of paramount importance to today's information
workers and cybersecurity task force members when they confront ever-growing signs of cyber
foes. However, Information Systems (IS) security literature offers limited insights into this
phenomenon. Few studies, either theoretical or empirical, shed light on the mechanism of
learning from security failures at the individual level. Moreover, the existing research has
primarily focused on the deterrent effect of fear and overlooked the promoting effect of mild
fear that could augment human cognitive functions, thereby enhancing their learning efficacy.
Informed by cross-paradigmatic underpinnings, this study proposes a research model
elucidating how the presence of moderate fear stimuli, in conjunction with psychological
safety, may boost learning performance and thus positively affect the security coping intention
and behavior of information workers. The model also juxtaposes individual factors with
environmental factors to leverage cross-level viewpoints. Research methods and expected
contributions are discussed.
Keywords: learning from failure, security coping, information security, fear, psychological
safety.

1. Introduction
The gravity of security threats these days is staggering (Burns et al. 2019; Liang et al. 2019).
Not only do new variants of malware keep emerging, but the past-its-prime attacks
continuously find their ways, using the old backdoor, to cripple and befuddle victims.
According to a threat intelligence report spanning from 2007 to 2017, organizations still get
compromised by the same old tricks, the same old vulnerabilities (F5 Labs, 2017), highlighting
the needs to learn better from security failures. In terms of academia, behavioral security has
enjoyed significant advancements that strive toward better understandings of the IS security
nomologies (e.g., Boss et al., 2015; Johnston et al. 2015; Moody et al. 2018; Burns et al. 2019;
Liang et al. 2019), but the phenomenon of learning from security failures remains unexplored
(e.g., the basket of top IS journals).
Learning from Failures (LFF) is an enduring research topic in personal psychology,
organizational behavior, public administration, entrepreneurship, and others (Edmondson and
Lei, 2014; Carmeli and Gittell, 2009). Specifically, leadership and organizational learning
theorists have argued that psychological safety is associated with LFF at all three levels individual, group, and organization (Edmondson & Lei, 2014). Carmeli et al. (2012) suggest
that high-quality leader-subordinate relationships engender psychological safety, which
positively leads to failure-based learning in an organization. At the individual level, Detert &
Burris (2007) examined relationships between psychological safety and the "extra-role"

improvement behaviors such as speaking up – an indispensable behavior associated with LFF.
These insights, however, do not explain how LFF unfolds in the IS security paradigm where
fear plays a key role in exerting impacts on individuals' emotional state and subsequent
behavioral manifestations, thus calling for research that provides new orienting points and recontextualizes classic nomologies to attain new discoveries. Moreover, little is known about
the combinative effects of psychological safety and fear on LFF because these two factors often
undergo analysis in separate contexts. Busato et al. (2000) found that learning style has a
positive correlation with fear of failure negative, but a negative correlation with fear of failure
positive, hinting the paradoxical effects of fear. Their findings resonate with those of
neurobiological studies that suggest an inverted U-shaped function of fear arousal and
cognitive performance, implying a positive effect brought by fear that is mild and could
enhance individuals' sensory acquisition (e.g., memory, attention span; Susskind et al. 2008;
Sussman et al. 2013).
Situating our research at the intersection of neurobiology, organizational learning, behavioral
IS security, and personal psychology, we explore how the presence of moderate fear stimuli,
in conjunction with psychological safety, may augment learning performance and thus
positively affect the security coping intention and behavior of information workers.

2. Theoretical Background & Research Model
2.1 The Promoting Effect of Mild Fear
Drives, such as fears, play an essential role in human behavior (Miller, 1948). Drawing upon a
meta-analysis investigation by Burke et al. (2011) on safety training literature, this study
suggests that fear, if presented in a mild form, plays a promoting role in the prediction of the
learning from security failures behavior, especially when acting agents handle hazardous
situations. Interestingly, research in neurobiology indicates that mild fear can positively affect
the physiological and cognitive functions such as sensory exposure and attentional processing
(Susskind et al. 2008), suggesting an inverted U-shaped correlation between fear and enhanced
cognitive performance tied to learning efficacy (Sussmanet al. 2013; Vermeulen et al. 2009).
Meanwhile, the leading security research indicates that perceived threat vulnerability and
perceived threat severity predict fear (Floyd et al. 2000; Rogers and Prentice-Dunn, 1997).
However, Protection Motivation Theory (PMT), same with other baseline lenses, does not
consider the connections between mild fear and failure-based security learning behavior in its
core or full nomologies, creating a research gap. Hence, this study makes the following
proposition:
H1: To what extent for information workers mild fear will serve as a drive to learn from
security failure when perceived threat severity and perceived threat vulnerability are present.
2.2 The Effects of Psychological Safety on Learning from Failure
Psychological safety describes individuals' perceptions of the consequences of taking
interpersonal risks in a particular context such as a workspace (Edmonson, 2004). This is
important because learning situations such as reflecting on mistakes and errors in organizations
where people are in a position to judge skills and performance involve personal risk
(Edmondson, 2004). It refers to a belief that one is able to express his or her self "without fear
of negative consequences to self-image, status, or career" (Kahn, 1990 p. 708). A central theme
of research on psychological safety helps to explain - across levels of analysis such as
individual, group, and organization - the willing contribution of ideas and actions to an
organized body of people with a particular purpose (Edmonson & Lei, 2014). Furthermore,

Edmonson (2004) proposes a theoretical model of five learning-oriented behaviors arguably
enabled by psychological safety. These findings show that psychological safety and learning
from failure are two correlated factors capable of exerting impacts on performance at different
levels. Of particular interest to this study, however, are the manifestations and effects of
psychological safety on key indicators of learning from failure relating to information workers'
IT security-based coping behaviors.
H2: Perceived psychological safety is positively associated with learning from security failure
such that greater perceived psychological safety will support information workers to engage
more actively in failure-based learning behavior about IT security.
2.3 The Effects of Leadership on Psychological Safety
Keeping up with the rapidly increasing rate of security risks is a daunting challenge for today's
firms (Burns et al. 2019). In light of this, scholars suggest that people with diverse backgrounds
must work effectively in a cross-disciplinary manner by leveraging complementary skills and
experiences to confront on-going foes (Edmondson and Lei, 2014). To achieve this strategy,
change-oriented leadership is indispensable. A transformational leader encourages information
workers to explore failure-driven, innovative, and sometimes high-risk gambits without
worrying about negative consequences of self-interest (Detert and Burris, 2007). These
endeavors require a milieu where one-on-one attention is readily available and cross-boundary
collaboration regularly takes place, thus fostering workers' psychological safety.
H3a: Transformational leadership is positively associated with psychological safety so that
information workers will have higher psychological safety under the influence of strong
transformational leadership.
The literature considers managerial openness as the employees' perceptions that their upperlevel managers listen to them, give fair consideration to their ideas, and sometimes take actions
to address their concerns (McCartt and Rohrbaugh, 1995). Moreover, openness is more
consistently related to improvement-oriented voice – a behavior often associated with failurebased learning, mediated by subordinate perceptions of psychological safety (Detert & Burris,
2007). The contemporary literature on leader-member relationships cheers the importance of
managerial openness to change, evidenced by its broad exposure in research on technology
adoption (e.g., McCartt and J. Rohrbaugh, 1995), organizational behavior (e.g., Nadler &
Tushman, 1980), and individual-level employee voice (e.g., Detert & Burris, 2007).
H3b: Managerial openness is positively associated with psychological safety so that
information workers will have higher psychological safety under the influence of strong
managerial openness.
When investigating the relationship between psychological safety and subordinate
discretionary improvement behavior (i.e., voice their opinions), Detert & Burris (2007)
revealed that change-oriented leadership exerts more influence on high-performance
subordinates than it does on low-performance subordinates. Our proposition then suggests that
better performers will be more active in providing constructive inputs, which will engender
better outcomes from learning. The literature has noted that speaking-up is a key indicator of
learning from failure (Carmeli & Gittell, 2009) and contributes to learning effectiveness by
enabling and fostering first-hand based and vicarious learning experience. For change-oriented
leaders, they need to leverage strong performers' influence as an important resource to
galvanize more followers into active learning from mistakes to accomplish a shared goal.

H3c: Job performance moderates the impact of change-oriented leadership style on learning
from failure in such a way that stronger performers will be more active in learning.
2.4 The Effects of Learning from Failure on Response Efficacy & Self-Efficacy
An in-depth look into the IS security literature exposes several studies where the researchers
have re-conceptualized the response efficacy construct from various perspectives (e.g., Jensen
et al. 2017; Johnston et al., 2015). In our context, security response efficacy means that
information workers believe what they have learned from the past, especially negative
experience including failures and mistakes, is effective in laying the groundwork for a better
security posture of their workspace. Notably, neither the core or full PMT nomologies
evaluated what may enable or enhance individuals' perceptions of response efficacy (Boss et
al., 2015, Figure 1, p. 4). Because of this gap, some researchers shed light on the effects of
individuals' learning experience on response efficacy by theorizing learning activities and their
relationships with people's attitudinal representation of whether a security measure is
efficacious. For example, Silici & Lowry (2019) suggest that intrinsic and extrinsic motivations
can positively generate influence on behavioral change through security learning, setting the
stage for our proposition that learning from failure is positively associated with response
efficacy.
H4: Learning from security failure is positively associated with security response efficacy in
such a way that more effective learning will lead to increased perception of response efficacy.
Security-based learning fosters coping abilities (Silici & Lowry, 2019), and self-efficacy serves
as an inextricable component of individuals' coping appraisal (Moody et al., 2018). Educational
psychology studies accentuate the connections between self-efficacy and simulation-oriented
learning experience (Busato et al. 2000). Additionally, management-research publications
revealed a significant relationship from learning to self-efficacy. Gong et al. (2009) examined
employee creative self-efficacy as a mediator of the influence of employee learning orientation
on creativity, on top of its mediator role between transformational leadership and creativity.
Informed by these theoretical developments, we then argue that a person's past performance,
lessons learned, and vicarious experience constitute a valuable learning mechanism, which
impacts efficacy development. Our research model (Figure 1) recaps the hypotheses.
H5: Learning from security failure endeavor is positively related to information worker selfefficacy in such a way that increased learning will lead to heightened self-efficacy.

3. Research Method
We plan to utilize a triple-study research design that aims to accomplish the following
purposes: complementary, developmental, corroboration, and expansion (Venkatesh et al.
2013). The interview study consists of three sections: (1) the pre-interview reiterates the study's
goals and reorients participants to the process; (2) the main section explores how information
workers deal with security failures at work, leader-subordinate interactions, and the promoting
effects of mild fear in the IS security context; (3) the post-interview provides closure on the
experience by offering both researchers and participants an opportunity to clarify and refine
outcomes of the interview. In the second study quasi-experiment, we will assign students to
groups of four in a capstone course where they collaborate to devise a Minimum Viable Product
(MVP) solution for a security consulting company. As course instructors, we will observe how
the unpleasant emotion (fear), which is caused by the presence of security threats jeopardizing
their mission/grades, manifests in conjunction with the influence of psychological safety on

subjects' failure-based learning behaviors in a dichotomous working milieu - high and low
transformational leadership and managerial openness. The treatments afforded by a 2X2 full
factorial design allow us to gather data that, once analyzed, may reveal hidden gaps and
discoveries, thereby providing hypotheses to be tested in the last study. In the third study
(survey), we will draw on Edmondson (2004) and Carmeli et al. (2012) to use six items with a
five-point response scale to measure LFF. We will measure fear by drawing upon Boss et al.
(2015), who devised and empirically tested the indicators of the fear motive. We measure
psychological safety (Edmonson, 1999), transformational leadership (Detert and Burris, 2007),
and managerial openness (McCartt and J. Rohrbaugh, 1995) using items informed by Detert &
Burris (2007), where the authors tapped the individual-level estimate of independent variable
coefficients.

Figure 1: Research Model

4. Expected Contributions
The present study renders multiple contributions. First, our cross-disciplinary research sheds
light on the interplays of fear and psychological safety on learning from failure, explaining how
decision-makers can utilize leadership roles to mitigate the barriers associated with employees'
attempts to acquire knowledge that is new to them, with the use and reflection of their failures
and mistakes. Second, we introduced a new perspective about the promoting role of fear that
has not received much attention in the IS security literature. Our review suggests that nearly all
behavioral security studies emphasize the deterrent effects of fear, primarily when associated
with fear appeal and threat appraisal. The present study taps the inverted U-shape of fear to
unveil a hidden research gap. Third, the conceptual model dovetails the individual
psychological factors and environmental factors that jointly influence information workers'
security-related behaviors, leveraging a cross-level integration of viewpoints. Lastly, fearinduced learning from failure can display effects that are more potent for some individuals
(e.g., high performance employees) than others, offering managerial implications to security
professionals.
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